Listen to advice from other young
people like you who have learned
from experience that bad things can
happen on-line, if you are not careful.
Make
sure you
spell your
websites
correctly.

Watch out for
stalkers online!

Cameron,
age 13

I was fooled!
Don’t think it can’t
happen to you!

Josh,
age 12

Don’t let other
people use your
password!
Erika, age 12

Sasha,
age 11

This brochure is not meant to scare
you--it’s about keeping it real
about the dangers on-line.

You
You may
may know
know
more
more than
than your
your
parents!
parents!
Young people usually know more
about the world wide web than
their parents. Here’s your chance
to teach your parents about going
on-line. Help them learn a thing or
two.

This
Thisis
isnot
not
aalecture!
lecture!
It may seem like adults or your
parents are always telling you what
to do or what not to do. This time
some of your peers are telling you
that going on-line is not always cool
because if you are not careful, bad
things can happen on-line.

Internet Do’s
and Don’ts
Advantages
Advantages to
to
going
going on-line
on-line
Going on-line has many advantages,
and here are just a few:
You can learn about the world
around you.
Play games
Communicate with family and
friends.
You can shop at home.
Get help with your homework.
Listen to music and watch
videos.

Suggestions
Suggestions about
about
going
goingon-line
on-line
With the good can come the bad.
Here are some bad things that can
exist or occur on-line:
Harassing e-mail (e-mails
that are mean, dirty, threatening, or make you feel uncomfortable).
Never respond to
these types of e-mails
and save these messages to
show your parents, teacher,
or a responsible adult.
People might e-mail you nasty
pictures of adults or kids.
You shouldn’t have nasty
pictures of adults and it
is against the law to have or
send nasty pictures of kids.
Websites might display nasty
pictures of adults or kids.
If you reach one of these
sites--LEAVE the website
IMMEDIATELY!!!

More
More tips
tips about
about
going
goingon-line
on-line
People might lie to you to get
you to believe they are someone who they are really not.
A person who appears to
be a kid might really be
an adult. That person might
try to get you to meet them
in person. Never meet an online friend in person unless
your parent or a responsible
adult goes with you.
Someone may ask you to give
them personal information
about you like your real name,
address, telephone number, or
name of your school.
Never give out this
information without a
parent or teacher’s
permission.

More
More tips
tips about
about
going
goingon-line
on-line
Someone may ask you to email him or her your photo.
Never give someone you
meet on-line your photo.
Someone might use your
photo, change it a little and
use it in an illegal way.

Never do anything on-line
that is against the law or will
hurt someone.
Any offer that is probably
too good to be true probably is!
Beware of the get rich quick
schemes or offers to give you
free stuff - they are usually
trying to trick you.
Use your common sense when
going on-line.

Sometimes you need to remind your
parents that...

Talk
Talkabout
aboutit!
it!
If something happens on-line that
makes you uncomfortable, find
someone that understands what
going on-line is all about and talk
to them about it.
Sometimes that person can be your
teacher, your older brother or
sister, and even your parent.

Follow the simple rules...

It’s Not Your Fault!

This brochure will help you explain
why it’s not your fault.

Keep it real and talk
to someone about it!

If anything bad or anything that
makes you uncomfortable happens
on-line - REPORT IT!
Tell your parent, teacher or
other adult.
Tell the Internet Service
Provider (ISP) or have your
parent or other responsible
adult do this.
Tell the National Center for
Missing and Exploited
Children’t Cybertip line by
calling 1-800-843-5678.

For more information about the
dangers of going on-line, you or
your parent can go to one of these
websites:
www.usdoj.gov/kidspage
www.fbi.gov/kids/k5th/
safety2.htm
www.blueridgethunder.com
www.getnetwise.org
www.safekids.com
www.safeteens.com
www.missingkids.com/cybertip
Or contact the Victim-Witness
Coordinator at:
United States Attorney’s Office
Southern District of Indiana

Remember what you learned from
this brochure. You are not to
blame when something bad happens
on-line.

10 West Market Street
Suite 2100
Indianapolis, IN 46204
(317) 226-6333
(888) 368-5067

Word
Word Find
Find
See if you can guess the words
from the clues on the right, and
then find them in the puzzle below.
(Hint: all of the words can be
found in this brochure!)

Clues
1. ( B _ C_ _ _ _ _ L ) One of the
four rules of going on-line.
2. ( G _ _ _ S ) Something you can
play on-line.
3. ( I _ _ _ _ _ _ T ) The
Information Superhighway.
4. ( L _ _ _ E ) What you should do
if you reach a website that makes
you uncomfortable.
5. ( L _ _ ) What some people might
do on-line.
6. ( P _ _ _ _ _ S ) Who you should
talk to when you see bad things
on-line.
7. ( B _ S _ _ _ T ) Another one of
the four rules of going on-line.
8. ( P _ _ _ S ) People in your age
group, or your friends.
9. ( R _ _ _ _ _ I _ ) What you
should do if something bad happens
on-line.
10. ( P _ _ _ _ _ _ L ) A type of
information you should never give
out on-line.
11. Use your ( C _ _ _ _ N
S _ _ _ E ) when you are on-line.
12. ( P _ _ _ O ) Never send this to
someone you meet on-line.
13. ( T _ _ _ _ _ R ) Who to talk to
about bad things on-line while you
are at school.
14. Dirty Pictures of kids are
( I _ _ _ _ _ L ).
15. ( R _ _ _ _ S ) Guidelines to
follow when you are on-line.

Going On-Line
IsCool...

Not Always!
Listen
Listento
tothe
thereal
realdeal
deal
for
for teens,
teens, by
by teens
teens

